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VPCC Initial logon and MFA Authentication Setup 
The purpose of this document is to walk you through the initial login with your new Virginia Peninsula 
Microsoft 365 sign in and setting up multi-factor authentication (MFA).  

MFA is an extra verification step done through a combination of your username, your password, and a 
mobile device or phone.  

You will need these instructions to access email using the web browser or any remote work. These 
instructions do not include logging into a domain joined computer on campus if you will not be using 
Microsoft 365 (formerly Office 365). 

This setup will require you to access your cell phone and the website simultaneously during the 
completion of the process. Best practice is to use a PC/Mac AND your mobile device to setup MFA. 

Initial Sign-In at Microsoft 365 
To begin the process, follow these steps: 

1. In your preferred browser, go to https://office.com and select Sign in. 

 

If you do not see the option to Sign In here, it means that you are already signed in with another 
work or school account. You will need to sign out of your other Microsoft 365 account first or 
use another, separate browser, to sign into your VPCC account. 

2. Enter your VPCC email address at the prompt and select Next. 

https://office.com/
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3. Enter your password and select Sign in. 

 

4. If this is your first time signing in, you will need to change the initial password you were given. 
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VPCC Account Password Requirements 

• Passwords must be reset every 180 days. 
• Password must not contain the user's account name or parts of the user's full name that exceed 

two consecutive characters. 
• Cannot re-use previous passwords. 
• Be at least thirteen characters in length. 
• Contain characters from three of the following four categories: 

o English uppercase characters (A through Z) 
o English lowercase characters (a through z) 
o Base 10 digits (0 through 9) 
o Non-alphabetic characters (@ # $ % ^ & * – _ ! + = [ ] { } | \ : ‘ , . ? / ` ~ ” ( ) ; < >) 

 
5. Choose to stay signed in, or not, either choice works. It’s a matter of preference. Same with the 

Don’t show this again check box. 

 
 

Multifactor Authentication 
The first time you complete your sign in you will need to setup a Multifactor Authentication (MFA).  
 
Install and set up the Microsoft Authenticator app 
It is highly recommended that you use the Microsoft Authenticator for MFA for VPCC Microsoft 365 
access. If not already installed on your device, typically your smartphone, you will download the 
Microsoft Authenticator app and set it up to receive a push notification for approving or denying an 
authentication request. This method is fully supported by VPCC IT and Microsoft.  

1. Download the Microsoft Authenticator app to your mobile device. You can use this link, 
https://www.microsoft.com/en-us/security/mobile-authenticator-app?cmp=zgcv4w_jfocsi, to find the app or 
search for it in Google Play Store or Apple App Store. 

2. Open a web browser on a separate device from your phone and go to https://aka.ms/mfasetup.  
3. Log in with your VPCC email address and password:  

 
 

https://www.microsoft.com/en-us/security/mobile-authenticator-app?cmp=zgcv4w_jfocsi
https://aka.ms/mfasetup
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4. You may receive the following. Choose any option here. It’s your preference. 

 

5. Click Next. 
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6. If you did not install the Microsoft Authenticator app in step 1 above, do it now using the 
Download now link provided. Click Next. 

 

 

7. While still in web browser on your computer, Click Next. 
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8. This will bring up the following screen with a QR code on your computer. Before clicking on the 
Next below, open the Microsoft Authenticator app on your mobile device. 

 
You are looking for the option to add a new account, which will be via the plus sign or by 
selecting the three vertical dots. If option isn’t visible, select skip or cancel to continue to app’s 
home screen. 

 

Use the QR code on your 
browser screen, not this one. 
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Once found, select Add Account.  Select Work or school account then select Scan a QR code. 
Note, you want to allow the Camera permission! 

Using your mobile device, scan the QR code displayed in your computer’s web browser.  

Once complete, click Next on the Scan QR code screen above. 
 

9. While the following is present in the web browser, you should have received a notification on 
your mobile device.  Click Approve on your mobile device. 

 

10. In the web browser, you’ll see the following.  Click Next: 
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11. Enter your mobile phone number for a second method of authenticating in case you have 
problems using Authenticator. 
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12. You are done! Click the Done button. 
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Set up a different method 
If you set up the Microsoft Authenticator app above, you are done. You do not need the following. 

If you are not able to use an authenticator app, you can set up your phone (desk or mobile) to receive a 
phone call from Microsoft. This method is NOT recommended. If you must use this method, your 
mobile phone is your best choice. If you choose a desk phone, you will not be able to sign in to 
office.com and use your email unless you are at your desk phone. 

1. Click on the I want to set up a different method: 

 
 

2. Choose the Phone option, then click Confirm: 
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3. Add your phone number and click Next: 

 
 

4. You will receive a phone call from 855-330-8653. Follow the instructions and once complete, 
click Next:

 
 

5. You are done! Click the Done button.
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